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Overview
Explore BIOS/GUID
Delve into the world of partitioning schemes
Discuss MBR
Discuss GPT
GPT Challenge
Questions
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Let’s jump into the fun stuff
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Memory
SSD
HDD
DVD/CD
NAND
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BIOS
Basic Input and Output System

Purpose? 
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BIOS
What is it doing? 

Check for peripherals

Finds boot device

Passes control to MBR
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BIOS

What other capabilities does the BIOS have?
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UEFI
Unified Extensible Firmware Interface

Next generation BIOS
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UEFI
Enhancement! 

Has it’s own device drivers

Can read and mount partitions

Provides many more options and flexibility when 
compared to BIOS
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Why should we use UEFI?
Rootkit prevention

UEFI supports Authenticode digital signatures in the 
pre-OS environment

Certificate Authority - Signing environment

Whitelist/Blacklist

Network Authentication

Client/Server authentication on the motherboard!
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Wait a second...
Pre-OS environment?

What about booting from USB with a Linux 
distribution  to access a disk directly?
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Wait a second...
What about ROM?

Factory provisioning?
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A quick aside...
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Then we backdoor the firmware 
on anything you bring...
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Power Bios/UEFI ?

So what’s next?
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MBR GUID
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A quick aside...
Complied list of tools/scripts/resources for MBR/GPT 
analysis

http://www.jonrajewski.com/resources/

In the “Speaker Presentations” folder you will find

Evidence Files

MBR/GPT Resource

Presentation
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DOS partition table format 

Bytes Purpose 

0-445 Boot code 

446-461 Partition Table Entry #1 

462-477 Partition Table Entry #2 

478-493 Partition Table Entry #3 

494-509 Partition Table Entry #4 

510-511 Signature value (0xAA55) 

DOS Partition Table Entry format 

Bytes Purpose 

0 Bootable flag (0x80=active; else 0x00) 

1-3 Starting CHS address 

4 Partition type (e.g., 0x00=empty, 0x01=FAT12, 
0x07=NTFS, 0x0b=FAT32 (CHS), 0x83=Linux, 
0xa5=FreeBSD, 0xa8=MacOS X)* 

5-7 Ending CHS address 

8-11 Starting LBA address 

12-15 Size (in sectors) 

MBR

Partition Table
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0001 0100 07fe 3f7f 3f00 0000 4160 1f00!

Flag% Type% Starting%Sector% Size%

1" 0" 07" 0000003f" 001F6041"

2"

3"

4"

8000 0180 83fe 3f8c 8060 1f00 cd2f 0300!
0000 018d 83fe 3fcc 4d90 2200 40b0 0f00!
0000 01cd 05fe ffff 8d40 3200 79eb 9604!

*"Data"is"in"an"IA324based"system"–"little4endian"–"least"significant"byte"is"first"

Adopted from Carrier
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Partition( Flag( Type( Starting(Sector( Size(

1! 00! 07! 0000003f (63)! 001f6041(2056257)!
2! 80! 83! 001f6080 (2056320)! 00032fcd(208845)!
3! 00! 83! 0022904d (2265165)! 000fb040 (1028160)!
4! 00! 05! 0032408d (3293325)! 0496eb79 (76999545)!

NTFS%2056320% Linux%2265165% Linux%3293325% Primary%Extended%80292869%

Adopted from Carrier
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Let’s try it again!

32

Sector size is 512 B

How large is the first 
partition?

80 01 01 00 06 FF FF 20 00 00 00 E0 93 3E 00
Sunday, May 19, 13
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DOS partition table format 

Bytes Purpose 

0-445 Boot code 

446-461 Partition Table Entry #1 

462-477 Partition Table Entry #2 

478-493 Partition Table Entry #3 

494-509 Partition Table Entry #4 

510-511 Signature value (0xAA55) 

DOS Partition Table Entry format 

Bytes Purpose 

0 Bootable flag (0x80=active; else 0x00) 

1-3 Starting CHS address 

4 Partition type (e.g., 0x00=empty, 0x01=FAT12, 
0x07=NTFS, 0x0b=FAT32 (CHS), 0x83=Linux, 
0xa5=FreeBSD, 0xa8=MacOS X)* 

5-7 Ending CHS address 

8-11 Starting LBA address 

12-15 Size (in sectors) 

0x003E93E0
4101088 sectors

      512 B per sector
1.95 GB in size
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Can you parse the boot 
code?

Jamie Levy - http://gleeda.blogspot.com/2012/04/mbr-
parser.html

https://raw.github.com/gleeda/misc-scripts/master/
misc_python/mbr_parser.py
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Any Questions on MBR?
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Ohhhhhhhhhh Yesssss!
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It’s time for some GPT
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GPT Overview

Protective MBR

Redundancy with 
integrity checking

GUID is assigned to 
each partition

37
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MBR/GPT comparison 
64 bits for LBA (GPT) vs. 32 bits

4k clusters (9.4 ZB vs 8TiB)

Supports 128 Partitions vs. 4 Primary

Primary and backup partition table vs. Primary

Uses CRC32 for integrity checking vs. None

Each partition will have its own unique GUID vs. None

Each partition will have its partition type GUID vs. None

You can use 36 characters for a partition name vs. None
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GUID

Check out the UEFI resource!
39
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How do we create a GPT 
disk?
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If you want to follow along...
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Protective MBR?
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GPT Header
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Duplicate GUIDs?
2^122

6 fixed bits

122 random bits

The odds of generated two identical GUIDs is 1 in 
5,316,911,983,139,663,491,615,228,241,121,400,000

So if you generate 1 million GUIDs on 1 million computers, the odds 
of generating a duplicate are: 1 in 
5,316,911,983,139,663,491,615,228

Take 1 billion GUIDs on 1 billion computers, odds of generating a 
dupe are: 1 in 5,316,911,983,139,663,491 (that's 5.3 quintillion).
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Partition Table
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Partition Table

http://en.wikipedia.org/wiki/GUID_Partition_Table
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Partition Table

51
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Partition Attributes
Bit Description

Bit 0
Specifies that this partition is required for the platform to function. All 
original equipment manufacturer (OEM) partitions must have this bit set to 
protect the OEM partition from being overwritten by the disk tools supplied 
with Windows Server 2003.

Bit 60 Marks the partition as read-only. Used 
only for primary basic partitions of type 

Bit 62 Marks the partition as hidden. Used only 
for primary basic partitions of type (VSS)

Bit 63 Prevents the system from assigning a 
default drive letter to the partition. 

52
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So let’s make this interesting...
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Let’s practice our skills!
Let’s create multiple GPT Partitions on our 
thumb drive...

Sunday, May 19, 13



CEIC 2013 - UEFI MBR, GPT Oh My! - Jonathan Rajewski

How would you create a GPT thumb 
drive with multiple partitions  do this with 

Windows?
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Using DISKPART to create multiple 
partitions on a thumb drive...
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Linux to the rescue! 
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Image Source http://www.brenchelarmy.com/challenge.jpg
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If you want to follow along...
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What can be discovered in the Protected MBR?

How many partitions are on this GPT volume - list 
some details.

What is the “Starting LBA”

What is the “Ending LBA”

What are the “Partition Names”

61

“Rajewski_GPT2” Practice
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Protective MBR
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Partition Table
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What can be discovered in the Protected MBR? 

Partition Type “EE” and the Start is LBA 1

How many partitions are on this GPT volume - list some details. 

4 - GUID - All Linux - All have unique GUIDs 

What is the “Starting LBAs” 80 (128), 07C800 (509952), 0DC000 
(901120), 13C000 (1294336)

What is the “Ending LBAs” 06407f (409727), 0DBFFF (901119), 
13B7FF (1292287), 19B7FF (1685503)

What are the “Partition Names” - “Basic data Partition” “FAT_VOLUME” 
“FAT2_VOLUME” “FAT3_VOLUME”
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“Rajewski_GPT2” Practice
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How did you do?
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The Final GPT Challenge!
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Now let’s try it one more 
time :)

67

Sunday, May 19, 13



CEIC 2013 - UEFI MBR, GPT Oh My! - Jonathan Rajewski 68

What can be discovered in the Protected MBR?

How many partitions are on this GPT volume - list some 
details.

What is the “Starting LBA” 

What is the “Ending LBA”

What can be discovered in the “Partition Tables”

Are you seeing the same results with your forensic 
tools?

“Rajewski_GPT2” Challenge
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PartitionTypeGUID A2A0D0EBE5B9334487C068B6B72699C7 (Linux)

UniquePartitionGUID 2242D74780A13741BD0F289C968DF1FC

StartingLBA 0048060000000000

EndingLBA FF777D0000000000

Attributes 0000000000000000

Partition Name 49004E00470052004500530053 (INGRESS)

Reserved

70
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PartitionTypeGUID 005346480000AA11AA1100306543ECAC (HFS)

UniquePartitionGUID 90CB1742DE778D46849F5BB93BC648F7

StartingLBA 00F8C10000000000

EndingLBA D727E30000000000

Attributes 0000000000000000

Partition Name 73006E006B00790073006E006B0079 (snky snky)

Reserved
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Any Questions?
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Thank you!
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Resources

[1] http://www.zdnet.com/microsoft-windows-8-uefi-secure-boot-complaint-the-case-for-and-
against-7000013248/

[2] http://blog.hansenpartnership.com/owning-your-windows-8-uefi-platform/

[3] http://blogs.msdn.com/b/b8/archive/2011/09/22/protecting-the-pre-os-environment-with-uefi.aspx

[4] http://threatpost.com/ami-firmware-source-code-private-key-leaked-040513/

[5] http://stackoverflow.com/questions/14074238/guid-uniqueness-on-different-machine

73

Sunday, May 19, 13

http://www.zdnet.com/microsoft-windows-8-uefi-secure-boot-complaint-the-case-for-and-against-7000013248/
http://www.zdnet.com/microsoft-windows-8-uefi-secure-boot-complaint-the-case-for-and-against-7000013248/
http://www.zdnet.com/microsoft-windows-8-uefi-secure-boot-complaint-the-case-for-and-against-7000013248/
http://www.zdnet.com/microsoft-windows-8-uefi-secure-boot-complaint-the-case-for-and-against-7000013248/
http://blog.hansenpartnership.com/owning-your-windows-8-uefi-platform/
http://blog.hansenpartnership.com/owning-your-windows-8-uefi-platform/
http://blogs.msdn.com/b/b8/archive/2011/09/22/protecting-the-pre-os-environment-with-uefi.aspx
http://blogs.msdn.com/b/b8/archive/2011/09/22/protecting-the-pre-os-environment-with-uefi.aspx
http://threatpost.com/ami-firmware-source-code-private-key-leaked-040513/
http://threatpost.com/ami-firmware-source-code-private-key-leaked-040513/
http://stackoverflow.com/questions/14074238/guid-uniqueness-on-different-machine
http://stackoverflow.com/questions/14074238/guid-uniqueness-on-different-machine

