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How the loT is Making Cybercrime Investigation Easier | Jonathan
Rajewski | TEDxBuffalo
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How many of you have an IOT device in your home?
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Alexa, can you help with this murder
case?

By Eliott C. McLaughlin and Keith Allen, CNN
(® Updated 8:48 PM ET, Wed December 28, 2016

Another smart device, Bates' water heater, points to an exorbitant amount of water being used in
the early-morning hours, in what investigators believe was an attempt to cover up a crime, the
affidavit says.
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The path to doing this yourself

~

LCDi Leahy Center for

Digital Investigation




Buy 30 I0T devices

I i}

Build a PCAP capture system

I -

Create alternative Personas
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Network Forensics of IOT

Quick overview of the findings
* Most IOT devices transmitted encrypted data to content delivery networks

e Others did not

* Others communicated with China
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Example of data sources

ISP Content Delivery Network

ISP Cell ISP
WiFi | Cell ISP

Bluetooth
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Where |

» Native application
» App files (json/sqlite/xml/cache)
DI=\alel=] « Physical extraction - JTAG/Chip off etc.)

e HTTP / HTTPS - Both are used by devices

 Protocol Analysis (BT/SDR to profile which
devices are available.)

e Web Interface/Subscriber email account
« IDE/API
« Subpoena/Search Warrant/Court Order
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Meet Crissy Michaels

| build really fun scenarios for my students

Feel free to help me generate data for students to look at
@missycrissy

missycrissym@gmail.com
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Samsung New firmware updates allow for

SmartCam image and video encryption. This is
turned off by default when the app
and firmware on the camera is
updated. The encryption is also only
for video and image transmission
over the network. Saved media in the
/sdcard/SmartCam location as well
as /data/data/com.techwin.shc/files
location are not encrypted and can
be viewed as if encryption was not
enabled. ARP spoofed the phone
and was able to intercept traffic
between the camera and phone,
verified that the data sent is
encrypted.

Images and videos in two locations. One within /sdcard/
SmartCam and the other /data/data/com.techwin.shc/files/.
Pictures (.jpg) are automatically saved to /sdcard/SmartCam
when user takes a photo via the application. The .jpg images are
named in the format YYYY-MM-DD_HH.MM.SS.jpg. This date
and time is the time the user saved the picture. Under /data/data/
com.techwin.shc/files/ are folders named in Epoch timestamp
format. These folders are created when a user saves a video.
The epoch timestamp is the date and time that user started
recording the video. A user can go into the app and to it's saved
videos and export a video to /sdcard/SmartCam. This will be
saved under the format of

<serialNumberOfDevice> <epochTimeThatTheVideoWasExport
ed>.mp4

enfuse

Leahy Center for
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Samsung SmartThings Hub
+ Sensors

With the addition of image and video encryption for the Samsung
SmartCam, encryption must be turned off to use the SmartCam
with the SmartThings Hub. If encryption is enabled, when you
attempt to view the live stream on the SmartThings app you are
prompted to disable encryption to display feed. Events are stored
at /data/data/com.smartthings.android/databases/ua_analytics.db
with Unix timestamps, whether the activity started or stopped,
event ID, and if it occured as a rooms activity or primary activity. /
data/data/com.smartthings.android/databases/ua_preferences.db
contains the alias for the account, which is the email account
logged in to the hub. There are three timestamps
com.urbanairship.analytics.LAST_SEND which is a unix value
corresponding to the time data was last sent to the analytics
server or online application?
com.urbanairship.application.metrics.LAST_OPEN is the time the
SmartThings app was last opened. Last,
com.urbanairship.push.LAST_APID_REGISTRATION_TIME is
the time registration was last done on the app. (creating a new
account).

enfuse
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Conorg App Products Why Canary? Membership Help

The first choice of
first responders

“Without Canary none of us would have peace of mind”

— Ryan Koehler, Firefighter

Complete Smart Home Security

Leahy Center for
Digital Investigation
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2:34 pm

@ Burglars detected by Canary

Faster response from the authorities.

Canary automatically pulls in contacts for police,
fire and EMS closest to your home, giving you one
touch access to the proper authorities no matter
where you are in the world. With video and audio
evidence of burglaries in progress, your call will 2:35 pm

get the priority it deserves. Emergency call placed

2:38 pm
Police arrive on the scene

“A notification from Canary alerted me to
video of two men entering my home. After |
called the police, they were on the scene less
than 4 minutes later to catch the would-be
thieves.”

— Mike, Indiana

https://canary.is/compare/
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Canary

TSOP Chip
Hynix H27U2G8F2CTR-BC
2GB NAND

Leahy Center for
Digital Investigation
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_id

2

Canary
App Artifacts

is.yranac.canary/databases/canary_base.sqlite

customer_table

reated curent_locat mail first_ tomer id last_location_chang
create ion emai T customer_i 5

e /v1/locations/  missycrissym s .03
2017-05-10T18:44:32 413339/ @gmail.com Crissy 476318 2017-05-11T18:03:57

emergency_contacts_table

_id id contact_type customer_id location_id
430 1316953 ems 18026582700 413339
431 1316954  fire 18028643796 413339
432 1316952  police 18026582700 413339
433 1316974 ems 18026582700 413346
434 1316975 fire 18028643796 413346
435 1316973  police 18026582700 413346

notifications_

phone resource_uri username

17254651282 /v1/customers/476318/  missycrissym@gmail.com

*Some columns were removed from this slide

“zenfuse
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Canary
App Artifacts

is.yranac.canary/databases/canary base.sqlite

location_table

_id  address city country created current_mode  geofence_radius location_id lat Ing last_modified name owner
3 175 Lakeside Avenue  Burlington United States ~ 5/10/17 1:44 PM 4 50 413339 44.461011 -73.215953 5/11/17 18:20 Home /v1/customers/476318/
4 175 Lakeside Avenue  Burlington United States ~ 5/10/17 2:07 PM 4 50 413346 44.461011 -73.215953 5/11/1718:20 Home /v1/customers/476318/

*Some columns were removed from this slide

mode_table
_id id name
1 2 armed
2 5 away
3 1 disarmed
4 4 home
5 6 night
6 3 privacy

Leahy Center for
Digital Investigation
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Canary
App Artifacts

is.yranac.canary/databases/canary base.sqlite entry table
_id end_time zcr:]::gﬁg: entry_type entry_id last_modified location_id start_time device_mode exported
Crissy
3 5/10/17 5:26 PM  left location 2563336143 5/10/17 5:26 PM 413339  5/10/17 4:26 PM  /v1/modes/4/ 0
Home
Canary
4  5/10/17 5:26 PM zwg;ed mode 2563336145 5/10/17 5:26 PM 413339  5/10/17 4:26 PM  /v1/modes/5/ 0
mode
Crissy
5 5/10/17 5:03 PM arrived at location 2563197429 5/10/17 5:03 PM 413339 5/10/17 4:03 PM /vi1/modes/4/ 0
Home
Crissy
72 5/11/17 8:29 AM arrived at location 2567133980 5/11/17 8:29 AM 413339  5/11/17 7:29 AM  /v1/modes/5/ 0
Home
Canary
73 5/11/17 8:29 AM ﬁg:ﬁfd mode 2567133981  5/11/17 8:29 AM 413339  5/11/17 7:29 AM  /vi/modes/4/ 0
mode *Some columns were removed from this slide
“anfuse I.CDi Leahy Center for .
& 2017 Digital Investigation



Canary
App Artifacts

is.yranac.canary/databases/canary_base.sqlite

video export_table

_id  processing  device_uuid video_size  video_length  download_id  request_at entryld
3 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568754949
7 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568774817
10 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568806616
19 0 49be340a2ab44e5a8c256026552d95df 28 2380 511/17 217 PM 2568809577
22 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568879477

Leahy Center for

- . . 21
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Canary
App Artifacts

is.yranac.canary/cache

Name

-1186526778.0
-1195853946.0
-1200061464.0
-1339617210.0

-1382465580.0
-1422192897.0

-1452926054.0
-1525534627.0
-1555726184.0
-1631687449.0
-1766647700.0
-1779945366.0

-1908026663.0
-1909360632.0
-1913227146.0
-2042185819.0
-2066514346.0
-2088185929.0
12782737.0
111126654.0
150680188.0

journal -

journal

https://developer.android.com/samples/DisplayingBitmaps/src/com.example.android.displayingbitmaps/util / DiskLruCache.html

* The first five lines of the journal form its header. They are the
* constant string "libcore.io.DiskLruCache", the disk cache's version,
* the application's version, the value count, and a blank line.

*

Home

* Each of the subsequent lines in the file is a record of the state of a
* cache entry. Each line contains space-separated values: a state, a key,

* and optional state-specific values.

* o DIRTY lines track that an entry is actively being created or updated.
Every successful DIRTY action should be followed by a CLEAN or REMOVE

Thursday

action. DIRTY lines without a matching CLEAN or REMOVE indicate that
temporary files may need to be deleted.

and may be read. A publish line is followed by the lengths of each of

its values.

o READ lines track accesses for LRU.

o REMOVE lines track entries that have been deleted.

*

* The journal file is appended to as cache operations occur. The journal may
* occasionally be compacted by dropping redundant lines. A temporary file named
* "journal.tmp" will be used during compaction; that file should be deleted if

* it exists when the cache is opened.

*
*
*
* o CLEAN lines track a cache entry that has been successfully published
*
*
*
*

Activity detected in home mode

Size Kind
3 52KB  TextEd..ument

DIRTY 1888009917

CLEAN 1888009917 26587
READ 1888009917

DIRTY 1888009917

CLEAN 1888009917 101270
READ 1888009917

DIRTY -1908026663

CLEAN -1908026663 25885
READ -1908026663

DIRTY -1908026663

CLEAN -1908026663 99245

DIRTY -1861339396
CLEAN -1861339396 26416
READ -1861339396
DIRTY -1861339396

READ -1861339396

DIRTY -25552270
CLEAN -255522701 100113
READ -255522701

DIRTY 629010386

CLEAN 629010386 25342
READ 629010386

DIRTY 629010386

CLEAN 629010386 97674
READ 629010386

READ -122032055

_READ -122032055

CLEAN -1861339396 100961

52 KB TextEd...ument
46 KB TextEd...ument
45 KB TextEd...ument
100 KB TextEd...ument
100 KB TextEd...ument
96 KB TextEd...ument
207 KB TextEd...ument
96 KB TextEd...ument
101 KB TextEd...ument
99 KB TextEd...ument
207 KB TextEd...ument
101 KB TextEd...ument
I 101KB  TextEd..ument
99 KB TextEd...ument
46 KB TextEd...ument
45 KB TextEd...ument
100 KB TextEd...ument

Events beyond 24 hours are available with
Membership. LEARN MORE

< O

207 KB Texted.™>
100 KB TextEd...ument
98 KB TextEd...ument
207 KB TextEd...ument

“enfuse
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C a n a ry Overview

Location Details

Name Home
u
‘ I o u d A rt I fa Cts Address 175 Lakeside Avenue, Burlington, VT 05401
Plan Membership Preview

7 days left of your Membership preview
Manage Plan

Promo Code Add promo code

Canary Devices

Members
Crissy Michaels

17254651282

Leahy Center for
Digital Investigation
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Even the bad guys
will stop and stare.

Meet Nest Cam Outdoor >

*This data has been heavily redacted - personal devices/network used



2
o)
Ban

,
20
o)

s
®
o

/7
AIRWAVE

® -
0'e", : X
© 0 oiese" Walen e
® o e’s e e e v e
06w e e OO0 .
. e X
X X o
ot &

)

%
29

.

>
) G
>

a2, 2.2,

0y

A

o

-
©%e% o%
"r'ﬂ_
® o0
0%0% ¢
oS
e0z0ge
THH
o
o 0 ¢
0% 0
0%ely
efoe ]
(33

LX)

enfuse =2 | Leahy Center for

Digital Investigation



Nest

App Artifacts

All Nest Products are bundled into one app folder

com.nest.android/files/com.nest.android.preferences.xml

<?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<map>
<string name="dropcam_ token "}, < /
string>
<string name="userlLogin">: Nal‘l‘le.@gllail.com</string>
<string name="account_snapshot_transport_url" | NG st ring>
<boolean name="snapshot_load_from" value="true" />
<string name="tier_id">Production</string>
<string name="user_id" i/ string>
<string name="user_token">b.

_/string>

</map>

Leahy Center for

. . . . 26
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Nest

App Artifacts

com.nest.android/files/com.google.android.gms.analytics.prefs.xml

<?xml version='1.8' encoding='utf-8' standalone='yes' ?>
<map>
<long name="monitoring:start" value="1495246376426" />
<long name="monitoring:count" value="81" />
<string name="monitoring:value"

</
string
<long name="first_run" value="1476192503984" />
</map>
com.nest.android/databases/cache.db
key path created last_modified last_accessed policy
Filter Filter Filter Filter Filter Filter / Metadata
1 bucketMap cache1725969177.json 1494106249573 1495295042009 1494106249573 0
2 account cache1488797587.json 1495295041918 1495295041918 1495295041918 0 — Subscr]ber data

Leahy Center for
Digital Investigation
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N eSt com.nest.android/databases/cache.db

key path created last_modified last_accessed policy

Filter Filter Filter Filter Filter Filter

1 bucketMap cache1725969177.json 1494106249573 1495295042009 1494106249573 0

App Artifa Cts 2 account cache1488797587.json 1495295041918 1495295041918 1495295041918 0
com.nest.android/cache/cache/cache1488797587.json

v object {6}

tier : Production

email : _@gmail .com

access_t°ken | _

userid : NN

v urls {3}

log upload url : https://| 333 - hore . nest .com/upload/user
transport_url : https://| I - t r2nsport.home.nest.com

weather_url : https://apps-weather.nest.com/weather/vi?query=

2fa_enabled : @ true

Leahy Center for
Digital Investigation
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N eSt com.nest.android/databases/cache.db

key path created last_modified last_accessed policy
Filter Filter Filter Filter Filter Filter
1 bucketMap ‘ cache1725969177.json 1494106249573 1495295042009 1494106249573 0
| ]
A p p A rt I fa Cts 2 account cache1488797587.json 1495295041918 1495295041918 1495295041918 0

com.nest.android/cache/cache/cache1725969177.json

» Nest Metadata for all devices the user has permission to access
« Users, locations and device specific behavioral artifacts will be discussed in this
presentation

p array [57]

Leahy Center for

. . . . 29
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v 17 {4}
object_key user_settings.-
object_revision : 9779
e S object_timestamp : 1488944341639
v value {21}

email verified : ¥ true

tos_accepted_version * 1434564000001

App Artifacts eive sacsebing saiia 18 4xns

receive_nest_emails : ¥ true

com.nest.android/cache/cache/cache1725969177.json receive_support_essils : @ true
max_structures : 2
° H H H H H max_thermostats
This is the primary user’s profile e eeactore 20
« user_settings.###HH#
max_wwn_devices_per_ structure * 10

* location_primary_Device max_wun_devices © 20

40

max_smoke_detectors_per_ structure : 18

max_smoke_detectors * 36

. tos_minimum_version : 1434564000001
° prlmary phone tos_current_version : 1434564000001
» app_swu_minimum version {1}
lang * en_US
location_primary_ device =_
has_location_history : ¥ true
primary_phone * + 1| |} }  EEID
state_2fa * enrolled

state_changed_2fa * 2017-03-08 03:39:02.0

Leahy Center for
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v 37 {4}

object_key : user . [NEITNIT

object_revision : 24889

App Artifacts object_timestamp : 1485447963166

v value {7}

email : |G o2il. com
name : [ ¢ orail. com

v acknowledged_onboarding_screens [2]

» User - The user who is signed into the Nest App .

1 : timeline

« Structures are logical groups invite_accepted_timestanp ¢ 1485447963160

com.nest.android/cache/cache1725969177.json

i eco

short_name : Jon

« Two memberships - Owner vs. Member v structures (1] n

0 : structure.

v structure_memberships [2]

v 0 {2}
structure : structure.( a
v roles [1]
0 : owner
v 1 {2}
structure : structure./ n
v roles [1]

0 : member

#enfuse LCDi
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Locations aka “Structure”

v 22 {4}
object_revision : 30046
object_timestamp : 1495289298045
object_key : structure.

v value {43}

creation_time : 1425689888854
topaz_enhanced_auto_away_enabled : ¥
tou_enabled : ¥
away : ¥

» touched by {2}
city +
1atitude * [N
demand_charge_enabled : ¥
tou_speedbump_ count_remaining * 3
diamond_changed_location *
vacation_mode *
num_thermostats * unknown
tou_speedbump_last_shown_epoch : 0
eta_preconditioning_active *
eta * 1493842016

» address_lines [1]
manual_away_timestamp * 1489448662

» geofence_enhanced_autoaway {2}
state * VT
house_type : family

longitude : NG

v devices [1]

n
v

5

: device . [INNINNEG

+ topa: [

! quartz.
 quartz.
 quartz.
: device.

! quartz.

» fabric_ids [1)]

i£_prinary_fabric_id * [

» clutches [0]

v members [2]

v O

{2}
user * user.-
roles [1)]

0 : member Unique User Numbers
{2}
user user.-
roles [1)

0 =@

owner

enfuse

LCDi Leahy Center for
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Locations aka “Structure”

creation_time : 1483660734009

» clutches [0]
topaz_enhanced_auto_away_ enabled * false

v members [4]
tou_enabled : ¥ true

v 0 {2}
» touched_by {2}
user
away : ¥ true
v roles

cicy -
Laticude * °

demand_charge_enabled : ¥ true v 1 ({2}

diamond_changed_location *: false user

tou_speedbump_count_remaining * 3 v roles

vacation_mode * false 0

num_thermostats * unknown v 2 {2}

tou_speedbump last_shown_epoch * 0 user :
» address lines [2]

- v roles
eta_preconditioning_active * false N
manual_away_ timestamp : 1489515116

v 3 {2}
» geofence_enhanced_autoaway {2}
user
state : [
¥ roles

house_type * business

sonicoce I :

: owner

! member

: user . [

v 5 {4} [V swarm (3]
object_key ¢ structure 0 : device.
object_revision : 5986 1 * quartz.
object_timestamp : 1495229244940 2 : quartz.

v value {40} » fabric_ids [0]

GUIDs/SN's

: user. [N

(1]

! member

user . [N

(1]

Unique User Numbers

(1]

! member

“enfuse

2017
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message_center USERNUMBER

v 10 {4}
object_key : message center.
object_revision @ -13784

object_timestamp : 1494969

v value {1}

¥ messages [8)]

{8}

a
key : challenge present

priority : 1

timestamp : 1449684557

thread id : 0

read : ¥ true

dismissed : ¥ true

v parameters [11]

0+

L
2 14

3 3

4 * 1450289355

5 * SCHEDULE_CHANGE.WINTER

6 * Nest

7 * Home

8 : America/New_York

TV T

1

12 : America/New_York

LC

VI

Leahy Center for
Digital Investigation

34



Nest Protect - Movement...

v 52 {2}

¥ events [54]
v value {3}

schema_version : 1.0 v o {4}
v products [1] type : 0102
v 0 {3}
product * topa: N
product ¢ topa: . [N
start : 1494288000000 start * 1494296924420

end 7 1495238400000 end : 1494296924420

v events [54]

» 0 {4) v 1 {4}
1 @ type : 0101
> 2 {4)
>3 {4) product * topaz . |
> 4 {3} start * 1494307196982
» 5 {4}
end * 1494307199130
» 6 {4}
> 7 {4} Y 2 {4}
Pe type *: 0103
> 9 {4}
10 o product ¢ topaz .
> 11 {4 start ! 1494308998818
» 12 {4}
> 13 (4} end * 1494308998818

srenfuse LCDiI
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Nest

App Artifacts

com.nest.android/cache/cache/cache######H##H#.json

» You will find historical data not merged into the main history file

Name A Size
cache1205760548.json 74 KB
cache1224464172.json 75 KB
cache1436717850.json 74 KB
cache1488797587.json 485 bytes
cache1510259999.json 485 bytes
cache1725969177.json 121 KB

enfuse LCDi Leahy Center for
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Nest

VIDEO RECOVERY
This trick doesn’t work anymore

ffmpeg -f h264 -i VIDEOFILE -vcodec copy OUTPUT.mp4

v | cache
v W cache
cache-754510979.json
cache-1234703618.json
cache2091562039.json
¥ | image_manager_disk_cache

0ff13085d81bae921142¢c985d170b845325ad60d1bdf9e35227bff1133b77f9¢.0
4b43d475ab446d8e4d6a5b0e805f47478e161f3524f4fcaBe9d7aca1e3847183.0
4b86dd13b067761cad9b4d0231af452a935caccd333b5209df9d15efcdd9b185.0
5cbc23d7b1a083ac89d85f6dbedd991f58¢748a01f81247981784efd00ec4d3e.0
5d47d521f6902d70c0293eea312f2dc3cfa3ea5a99626eea7d19a5321b5ad599.0
6d9e29e718ddef2914932143883abe0572f472518aabc71f46246f659517e3a1.0
8b7545ca291d69469abe58a2e3e564595489b2¢c2dda99ca9f53ef7fa8043d1dc.0
8bcb0dba7¢87765292d4d90a02db2c7bc0d0926a273b9af7e9588f1edd4f3e46.0
08d4df5f58363e572e2db92fd284db1cb487 1a67b72eb2050cc8b281d8ddd711.0
8df945760c7bb77fa7dbc50add7¢6329730d159df5¢549d093¢171f9f464a2b7.0
13¢271f05aee7fa724947d0af6be390fa1c69e831bd83e3a358b941¢193ea892.0
33eddaa6321016b13f716bfe6f546edbebad7fce6196cbf496075a0ce95964b9.0
52eb85c26f3a08b4724a5663f8f12c4ccc6c30c387f55e548¢ca32312¢84ac127.0
196cc7ba313370c59f9d2cc2df3b70baf7fc931ad414efd6cab71aae57778fb6.0
393ec4a655378f14b3ebce70db91112db497f4b19db965408c7¢c503dfee7c8af.0
741a0a4d472bf931¢553e755cca33b0d79d86ae725f92619fd40a11c78dede75.0
0220876e4b13da25¢c1d0e1cb6f3b11¢93a9fc3d58b6170f88f4a45¢f9f194d51.0
bc02ba74462ab5101¢5¢c50d0f36f61df514556b958¢cd64202¢592da6886161a7.0
efaf55b9bd33a5777787f2fc7e30cce25¢c036e00c593b25320e5fb1053333758.0
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Nest

App Artifacts

com.nest.android/cache/...

Name

<4

<

-—

—

¥ | 8d14a1449c4a4b76b230f597¢cfb04814

M frame_database-journal
M frame_database

¥ [ 903aabale3ff42c1afc179db20fdb3ab

M frame_database-journal
M frame_database

1 3269d5b29f5e46728d3fd1e8eb38e392

M frame_database-journal
M frame_database

¥ | b28aa399ee61442..a3d22a7bc57d1aa

M frame_database-journal
M frame_database

da7b3269¢7354bd...7f68e217424557¢
M frame_database-journal
M frame_database

f6c6d439ce344a9d87cc2b4265¢3ab02
M frame_database-journal
M frame_database

Table: | | chunk_metadata_table
chunk_id cache_token chunk_version
Filter Filter Filter
1 1494433583 h1-1494433583000 | 1
2 1494431230 h1-1494431230000 | 1
3 1494432416 h1-1494432416000 | 1
4 1494434769 h1-1494434769000 | 1
5 1494454990 h1-1494454990000 | O
6 1494451446 h1-1494451446000 | O
7 1494457324 h1-1494457324000 | O

-enfuse
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Table: | frame_raw_data_table New Record Delete Record

frame_time chunk_id chunk_version gop_start_rowid sps_bytes pps_bytes frame_bytes chunk_complete '
Filter Filter Filter Filter Filter Filter Filter Filter

1 1494430042644 1494430044 NULL -1 BLOB BLOB BLOB 0

2 1494430106644 1494430044 NULL 1494430042644 NULL NULL BLOB 0

3 1494430170644 1494430044 NULL 1494430042644 NULL NULL BLOB 0

4 1494430234644 1494430044 NULL 1494430042644 NULL NULL BLOB 0

5 1494430299132 1494430044 NULL 1494430042644 NULL NULL BLOB 0

6 1494430363132 1494430044 NULL 1494430042644 NULL 0

7 1494430427132 1494430044 NULL 1494430042644 NULL NULL 0

8 1494430491132 1494430044 NULL 1494430042644 NULL NULL 0

9 1494430555132 1494430044 NULL 1494430042644 NULL NULL BLOB 0

10 1494430618645 1494430044 NULL 1494430042644 NULL NULL 0

1 1494430642645 1494430044 NULL 1494430042644 0

12 1494430706645 1494430044 NULL 1494430042644 NULL NULL BLOB 0

13 1494430770645 1494430044 NULL 1494430042644 NULL NULL BLOB 0

14 1494430837312 1494430044 NULL 1494430042644 NULL NULL BLOB 0

15 1494430901825 1494430044 NULL 1494430042644 NULL NULL BLOB 0

16 1494430965825 1494430044 NULL 1494430042644 NULL BLOB 0
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Table: | frame_raw_data_table New Record Delete Record

frame_time chunk_id chunk_version gop_start_rowid sps_bytes pps_bytes frame_bytes chunk_complete .
Filter Filter Filter Filter Filter Filter Filter Filter
1 1494430042644 1494430044
2 1494430106644 1494430044
3 1494430170644 1494430044
4 1494430234644 1494430044
5 1494430299132 1494430044
6 1494430363132 1494430044
7 1494430427132 1494430044
8 1494430491132 1494430044
9 1494430555132 1494430044

10 1494430618645 1494430044

1 1494430642645 1494430044

12 1494430706645 1494430044

13 1494430770645 1494430044

14 1494430837312 1494430044

15 1494430901825 1494430044

16 1494430965825 1494430044
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Name

1 cat 67 68.txt 1 2.jp2 3.jp2 4.jp2 5.jp2 6.jp2 7.jp2 8.jp2 9.jp2 10 11
2.jp2 12 13 14 15 16 17 18 19 20 > superjoin

3.jp2

4.jp2

2-@92 ffmpeg —-i superjoin -c copy output.mp4

1P
7.jp2
8.jp2
9.jp2
10
1"
12
13
14
15
16
17
18
19
20
67
68.txt
superjoin

2.2 2 2 2 22

Proof of Concept - https://github.com/bicyclemicycle/NestVideoConverter
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amazonecho
N—"

Always ready, connected, and fast. Just ask.

1A
PHILIPS

Roll over image to zoom in

Amazon Echo - Black
Amazon
Y ryr v 54,966 customer reviews | 1000+ answered questions

EAR:EO S B in Home Automation Hubs & Controllers

Price: $179.99 «Prime
or 5 monthly payments of $36.00

In Stock.
Want it tomorrow, May 192 Order within 5 hrs 13 mins and choose One-Day Shipping at checkout. Details
Ships from and sold by Amazon Digital Services LLC. Gift-wrap available.

Color: Black

Configuration: Amazon Echo

Amazon Echo + Philips Hue Color Starter Kit Amazon Echo + TP-Link Smart Plug Mini

+ Plays all your music from Amazon Music, Spotify, Pandora, iHeartRadio, Tuneln, and more using just your voice

« Introducing Alexa calling and messaging, a new way to be together with family and friends. Just ask Alexa to
call or message anyone with an Echo, Echo Dot, or the Alexa App.

« Fills the room with immersive, 3602 omni-directional audio

« Hears you from across the room with far-field voice recognition, even while music is playing

« Answers questions, reads the news, reports traffic and weather, reads audiobooks from Audible, gives info on
local businesses, provides sports scores and schedules, and more using the Alexa Voice Service

« Controls lights, fans, switches, thermostats, garage doors, sprinklers, locks, and more with compatible
connected devices from WeMo, Philips Hue, Samsung SmartThings, Nest, ecobee, and others

+ Always getting smarter and adding new features, plus thousands of skills like Uber, Domino's, and more

Jump to: Compare devices | Technical details

New (1) from $179.99 +/Prime

enfuse

Leahy Center for
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Amazon Echo

App Artifacts

com.amazon.dee.app/shared_prefs/service.identity.xml

k?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<map>
<boolean name="user.eulaAccepted" value="true" />
<string name='—/strini>
<string name=" /string>
<string name="user.[version]">2</string>
<boolean name="user.hasDevices" value="false" />
<string name="user.tokens">{&quot;comms-has-shown-oobe&quot; :&quot; true&quot;}</string>
<string narre="user.id"*dstrinp
<string name="UsSer.email">missycrissym@gmail.com</string>
<set name="user.features">
<string>VOX_TACHYON_NA</string>

</set>

<string name="user.marketplace" > lllIlIIINENEGgGEGR:/string>
</map>
= enfuse LCDi Le.a}.ly Center.for' N
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Amazon Echo

App Artifacts

com.amazon.dee.app/app_webview/Local Storage/http_alexa.amazon.com_0.localstorage

Mode: Binary Import Export Set as NULL
Table: | |ItemTable @ & New Record Delete Record
K . 0000 22 00 42 00 30 00 46 00 30 00 30 00 37 00 31 00
Y Nt 0010 35 00 35 00 34 00 34 00 37 00 30 00 33 00 4b 00
Filter Filter 0020 34 00 22 00
1 aws.cognito.identity-id.us-east-1:e6e2c763-866f-4842-85a0-69bdf03033db
2 selectedDevice BLOB

3 metrics

4 AWSMobileAnalyticsStorage

Echo Serial Number

Leahy Center for

Ny . a4
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Amazon Echo

App Artifacts

com.amazon.dee.app/databases/datastore.db

Database Structure Edit Pragmas  Execute SQL

Table: | | Dataltem =173 New Record Delete Record
key value
Filter Filter
. . . {"inAnyPool":false,"states":
1 featur \g-map

{"ALEXA_MUSIC_KIT_ORBIT":false,"ALWAYS_ON_TEST_FEATURE":true,"ARTHUR_FEATURE":false," AV_KNIGHT_FEATURE":false,"BLACK _ZEBRA _(
[{"complete":false,"createdDate":

1494853818207,"customerld":"A2XASK2DFR7ZCX","deleted":false, "itemid":"A2XASK2DFR7ZCX#89285c04-6d94-34d3-9231-142bf449b1a8",
ToDoCollection. TASK 0

~

ToDoCollection.SHOPPING_ITEM

w

(x]5] Edit Database Cell
Mode: Text Import Export Set as NULL
" I “false,"cr

1494853818207, "customerid X","deleted":false,"itemld"
6d94-34d3-9231-142bf449b1a8", "lastLocalUpdatedDate":null,"lastUpdatedDate
1494853818207, "nbestitems":["oranges strawberries”,"oranges and strawberries”,"add oranges
strawberries","oranges

strawberries" ], "originalAudiold":"AB72C64C86AW2:1.0/2017/05/15/13/90F007187025080R/
10:14::TNIH_2V.95ad6a7b-3b15-47f7-8fcf-c47dc16ac5a0ZXV/0","reminderTime":null,"text":"oranges
strawberries","type":"SHOPPING_ITEM","version":1,"utteranceld":null},{ sfalse," dDate":
1494853794008, "customerld":"A2XASK2DFR7ZCX","deleted":false, "itemld":"A2XASK2DFR7ZCX#65171151-
63b3-37d0-b1bd-4fddf33c270e", "lastLocalUpdatedDate":null,"lastUpdatedDate":

1494853794008, "nbestitems":
["avocado"),"originalAudiold":"AB72C64C86AW2:1.0/2017/05/15/13/90F007187025080R/
09:50::TNIH_2V.d1b37cd4-3dd6-467e-9def-01bb90bf 1 9e6ZXV/

1", "remi Time":null,"text™: do","type™:"SHOPPING_ITEM","version™:1,"utteranceld":null}]

Customer ID - A2ZXASK2DFR7ZCX
Echo Device Type - AB72C64C86AW2

-enfuse
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Amazon Echo —

o Window Help

‘]
=

<tespeech.org
[ oo | vy | conac

slcome

2Speech.org is a free online text-to-speech converter. Just enter your

, select one of the voices and download or listen to the resulting mp3 file.
+ service is free and you are allowed to use the speech files for any

pose, including ‘commercial uses.

Text: [alexa, how long does it take to get to hong kong
lfrom burlington, vermont?|
‘Max. number of allowed characters: 4000

Voice: [ Female US :

Talking speed: [ Normal &

Name of audio file: speech
Name of the resuiting audio file without suffix.

— MAKE SHOPPING
MY MORE REWARDING

Solutions for
your anything-
but-small
business

Losen More

Metlife

enfuse
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M ®

= Home

Amazon Echo

\’0 How long does it take to get to
Hong Kong from burlington...

rd

(Image: Wikipedia)

Burlington, Vermont is 7,800 miles (12,600 kilometers)

Com .amaZOn . dee.app/caChelsou nd from Hong Kong. As | don't know your speed | can't tell you

how long it will take.

Name
B app_901ad8be11e4424f875dc792db51f34d515d6767-01b7-49e5-8273-¢c8d11b0f331d LEARN MORE ON WIKIPEDIA
= app_NORMALNORMAL_ANONYMOUS
~ Voice feedback
> app_webview
v cache Alexa heard: "alexa how long does it take
S org.chromium.android_webview P> togetto hong kong from burlington
vermont"
sound
> code_cache Did Alexa do what you wanted?
> databases Vi No
B files
> no_backup Remove card Learn more
I shared_prefs

Leahy Center for
Digital Investigation
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G&rd’l’ype : StandardCarD
m creationTimestamp : 1495137531510 5/18/2017, 03:58:51 PM EDT
A a ZO n E C h O » deleteCardAction {5}
» descriptiveText [1)]

» giveFeedbackAction {10}

hint : null

App Artifacts id | KASKEDERIEER 149513753151 0#AB72C64C8 6AW2/BDN0DIISSaaI0SRa

» imageAction {5}

com.amazon.dee.app/cachel/org.chromium.android_webview Imagecaption & (Tages Wikipedis)

» imageReference {3}

Step 1 - Decompress the gziped files (7zip)

nBestOptions : null

Name
laybackAudioAction {5}
0b449553966740a3_0 g———%
» primaryActions [2]

v [ 0b449553966740a3_0~ j
t
M 0b449553966740a3_0~ > prompt {2}

Obb00a96f95fab28 0 registeredCustomerId : [HENNSKEDERIZOR
v il Obb00396195f3b28:0~ secondaryActions : null

M 0bb00a96f95fab28_0~ » sourceDevice {2}

Obbee2e144ecec31.0 subtitle :
> W Obbee2el44ecec31 0~ » thumbsUpDownActivityAction {5}

0c92f3ec79aec0f9_0
» [ 0c92f3ec79aec0f9_0~
1ceb9f01a52e7f62_0
> [ 1ceb9f01a52e7f62_0~
1dabece7f75df687e_0 token : null
> [ 1dabec7f75df687e_0~ wrapTitle : @ true

title : How long does it take to get to Hong Kong from burlington vermont?
token : null

wrapTitle : @ true

enfuse LCDi Leahy Center for N
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Amazon Echo

App Artifacts

com.amazon.dee.app/cache/org.chromium.android_webview
Step 2 — Search for the following:

= Alexa heard: or maintext -This will show you the location of “cards” that contain text
Alexa heard from the user

: PrimaryActions — This is what Alexa did with the query (backend). Also typically options
or the user to interact with

= “descriptive Text": - This will show you the response from Alexa — what was said out
loud or played.

= "cardType": - This is present in all “cards”, will yield more results

“enfu Se LCDi Leahy Center for
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Amazon Echo

App Artifacts

com.amazon.dee.app/cache/org.chromium.android_webview

Step 3 — Find your favorite JSON parser

Amazon Echo

App Artifacts

° PrimaryActions — This is what Alexa did with the query (backend). Also typically op#é

or the user to interact with /
= “descriptive Text": - This will show you the response from Alexa — what wags8aid out

loud or played.
= "cardType": - This is present in all “cards”, will yield more results

enfuse LCDi Leahy Center for

Digital Investigation

cardType : StandardCard

creationTimestamp : 1495137531510 5/18/2017, 03:58:51 PM EDT
» deleteCardAction {5}
» giveFeedbackAction {10}
hint : null
id | OKASREDERIEER 1 405137531510#AB72C64C8 6AW2/ANDNODINSSIINOSREN
» imageAction (5}
imageCaption : (Image: Wikipedia)
» imageReference {3}
isImageUrlUntrusted : = false

nBestOptions : null

’ playbackAudioAction {5}

4’ » primaryActions [2]

» prompt {2}
registeredCustomerId : [HENNSREDERIZON
secondaryActions : null
» sourceDevice {2}
subtitle :
» thumbsUpDownActivityAction {5}
title : How long does it take to get to Hong Kong from burlington vermont?
token : null
wrapTitle : @ true )
token : null

wrapTitle : @ true

zenfuse
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=E~EoN ] © ¥ 4 1940

= Home

Amazon Echo

Hong Kong from burlington...
(Image: Wikipedia)

Burlington, Vermont is 7,800 miles (12,600 kilometers)
from Hong Kong. As | don't know your speed | can't tell you
how long it will take.

App Artifacts

Voice feedback

com.amazon.dee.app/cache/org.chromium.android_webview

» to get to hong kong from burlington
vermont”

Step 3 — Find your favorite JSON parser

Yes No

Remove card Learn more

Amazon Echo

App Artifacts

Step 2 — Search for the following:

= Alexa heard: or maintext -This will show you the location of “cards” that contain text i i
Alexa heard from the user — -> playbackaudionction {5}

° ?rimaryActions — This is what Alexa did with the query (backend). Also typically options actionType : PlayAudioAction
or the user to interact with

° kﬁg%ﬁmg;ﬁﬂT'T”SWWShowyoumeKWPmme”Umwaa“WhMMQSSWUOUf mainText : Alexa heard: \"alexa how long does it take to get to hong kong from

- ) o burlington vermont\"
= "cardType": - This is present in all “cards”, will yield more results

enfuse LCDi Leahy Center for

Digital Investigation
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=E~EoN ] © ¥ 4 1940

= Home

‘ \l I laZOI I ECI lO '}g‘: How long does it take to get to
Hong Kong from burlington...

(image: Wikipedia)

Burlington, Vermont is 7,800 miles (12,600 kilometers)
from Hong Kong. As | don't know your speed | can't tell you
how long it will take.

App Artifacts

Voice feedback

com.amazon.dee.app/cache/org.chromium.android_webview

» to get to hong kong from burlington
vermont”

Step 3 — Find your favorite JSON parser

Yes No

v primaryActions [2] Remove card Learn more

v 0 {5}
Am azon EChO actionType : OpenUrlAction
mainText : Learn more on Wikipedia

subText : null

App Artifacts

com.amazon.dee.app/cache/org.chromium.android_webview. subTextRoute : null
Step 2 — Search for the following: url : https://en.wikipedia.org/wiki/Hong_Kon
= Alexa heard: or maintext -This will show you the location of “cards” that contain text v 1 {5}

Alexa heard from the user

° ?rimaryActions — This is what Alexa did with the query (backend). Also typically options
or the user to interact with

actionType : OpenUrlAction

mainText : Search Bing for \"how long does it take to get to hong kong from
= “descriptive Text": - This will show you the response from Alexa — what was said out burlington vermont\"
loud or played. subText : null

,"cardType": - This is present in all “cards”, will yield more results subTextRoute : null

url : http://www.bing.com/search/search.aspx?
pc=DPL1&form=AMZND1&g=how+long+does+it+take+tot+get+tothong+kong+from+bur
lington+vermont

enfuse LCDi Leahy Center for
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=E~EoN ] © ¥ 4 1940

= Home

Amazon Echo

Hong Kong from burlington...
(Image: Wikipedia)

Burlington, Vermont is 7,800 miles (12,600 kilometers)
from Hong Kong. As | don't know your speed | can't tell you
how long it will take.

App Artifacts

Voice feedback

com.amazon.dee.app/cache/org.chromium.android_webview

» to get to hong kong from burlington
vermont”

Step 3 — Find your favorite JSON parser

Yes No

Remove card Learn more

Amazon Echo

App Artifacts

Step 2 — Search for the following:

= Alexa heard: or maintext -This will show you the location of “cards” that contain text v descriptiveText [1)
Alexa heard from the user

s ?rimaryActions — This is what Alexa did with the query (backend). Also typically options 0 :Burlington, Vermont is 7,800 miles (12,600 kilometers) from Hong Kong. As I
or the user to interact with don't know your speed I can't tell you how long it will take.

= “descriptiveText": - This will show you the response from Alexa — what was said out
loud or played.

= "cardType": - This is present in all “cards”, will yield more results

enfuse LCDi Leahy Center for

Digital Investigation
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Amazon Echo

SanDisk SDIN7DP2-4G 4 GB iNAND Ultra Flash
Memory - eMMC

https://www.amazon.com/Amazon-Echo-Bluetooth-Speaker-with-WiFi-Alexa

enfuse LCDi Leahy Center for
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Amazon Echo

Hardware Artifacts
\data\local\token\registrationinfo.JSON

"registrationCredentials": {

“userID": “amzni.account [EHATONPONVSHOURNGICRVIGNRND

"firstName": "Crissy",
"fullName": ™

"deviceName" :-“ '
"accountPool": "Amazon",

"countryOfResidence": e
"preferredMarketplace": ""

g’ enf se https://www.amazon.com/Amazon-Echo-Bluetooth-Speaker-with-WiFi-Alexa

2017
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Amazon Echo

Hardware Artifacts
\hda1\mfg.idme.rec

IDMEp..y "als®=50,0,0
als1=51,0,75
alsl18=96,100,75
als11=97,100,15@
als12=133,200,0
als13=134,200,75
als14=134,200,150
als2=52,0,150
als3=62,25,0
als4=62,25,75
als5=63,25,150
als6=73,50,0
als7=74,50,75
als8=75,50,1508
als9=95,100,0
btmac=74C2466BC78C
devicetype

dsn
mac=74C2467D1C48
mfg=0ZRY2T2GTGA@IRGWFD@8
mic@=14243

mic1=15907

mic2=16093

mic3=23717

mic4=17073

mic5=17124

micé=14559
pcbsn=02807011544702MX
wifimodulerev=3M2D

“enfuse
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Amazon Echo

Hardware Artifacts
\data\log\*

There are many logs that one would expect to find on a linux system...
\data\log\messages_####....

20170518:200045 AlexaDaemon[10844]): I SpdyClient:controlFrameSent_Values:type=SYN_STREAM,streamld=51, key=header,value={"entries":[{"key":"protocolVersion","value":{"protocolVersion":"1"}},{"key":"messageldentifier", "value":
{"identifier":"563d85ba-a354-4c7@-8e56-f2a6@ae7dd27"}}, {"key" : "messageType", "value":{"namespace" : "Microphone", "name" : "doppler.metadata.media"}}, {"key":"body", "value":{"contentType":"application/json"}},{"key":"attachment", "value":
{"contentType":"application/octet-stream"}},{"key":"voiceRequest", "value":{"voiceRequestIdentifier":"771f96d5-d1bd-40d3-8a59-9fcd666e7f7c"}}]}:

20170518:200045 AlexaDaemon[1@844): I SpdyClient:controlFrameReceived_Values:type=SYN_STREAM,streamId=50, key=header,value={"entries":[{"value":

{"namespace":"Microphone", "name":"doppler.asr.streamid", "type":"doppler.asr.streamid"}, "key":"messageType"},{"value”:{"identifier":"31c908a8-43a7-4312-9cf2-f1c67975c22e"}, "key" : "messageldentifier"}, {"value":
{"protocolVersion":"1"}, "key":"protocolVersion"},{"value":{"contentType":"application/json"}, "key":"body"},{"value":{"voiceRequestIdentifier":"771f96d5-d1bd-40d3-8a59-9fcd666e7f7c"}, "key":"voiceRequest"}]}:

\data\log\*.gz
Make sure you mount these before you search!

s=enfuse LCDi
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Amazon Echo

Hardware Artifacts
\data\log\metrlcs generic

May 1
May
May
May
May
May 1

18
18
18
18

8 20:00:47
20:01:22
20:01:59
20:02:35
20:03:19
8 20:08:39

localhost
localhost
localhost
localhost
localhost
localhost

AlexaSpeechPlayer[129@]: metric_generic, 1495137647, timer,AlexaSpeechPlayer,TTS,FirstDataToAudioOutput.SpeechSynthesizer.speak,391,voiceRequestId= 771f96d§-dlbd-60d3—8 59h9fcd66607f7c
AlexaSpeechPlayer[129@]: metric_generic,1495137682,timer,AlexaSpeechPlayer,TTS,FirstDataToAudioOutput.SpeechSynthesizer.speak,359,voiceRequestId
AlexaSpeechPlayer[129@]: metric_generic,1495137719,timer,AleanpeechPlayer,TTS,FirstDataToAudioOutput.SpeechSynthesizer.speak 373, voiceRequestId
AlexaSpeechPlayer[129@]: metric_generic,1495137755,timer,AleanpeechPlayer,TTS,FirstDataToAudioOutput.SpeechSynthesizer.speak,378,voiceRequestId=eha79317—e597—4827-b87--b7151d5 70aa
AlexaSpeechPlayer[1290]): metric generxc,1495137799 timer,AlexaSpeechPlayer, TTS,FirstDataToAudioOutput.SpeechSynthesizer.speak, 416, voiceRequestId=ced963e6-bb88-4c41-8d9b-4c8d74549760
AlexaSpeechPlayer[129@]: metric_generic, 1495138119, timer,AlexaSpeechPlayer,TTS,FirstDataToAudioOutput.SpeechSynthesizer.speak, 402, voiceRequestId=ef2fde56-9161-4dc3-a3c2-@acd88d8bcdl

\data\log\metric_high_priority

May 1
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May

18
18

8 20:00:45
20:00:45
20:00:45
20:00:45
20:00:46
20:00:47
20:01:20

20:01:20
20:01:22
20:01:22
20:01:56
20:01:56
20:01:56
20:01:57
20:01:58
20:01:59

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

ASRD[1431]): metric_high_priority,1495137645,timer,asrd,WW, pryon_ latency msec, 254, voiceRequestId=771f96d5-d1bd-40d3-8a59-9fcd666e7f7c
MetricsCollector(976]: metric_high_priority,1495137645, timer ,metrics— collectot audioencoderd,WakewordToEncodeStream, 40, voiceRequestId=771f96d5-d1bd-4@d3-8a59-9fcdbbb6e7f7¢c
MetricsCollector(976]: metric_high_priority,1495137665,timer,metrics—collectot,asrd,WakewordTOOpenASRStteam,91,voi RequestId=771f96d5-d1bd-40d3-8a59-9fcd666e7f7c
MetricsCollector(976]: metric_high_priority, 1495137645, timer ,metrics-collector,asrd,WakewordToBeamLed,142,voiceRequestId=771f96d5-d1bd-40d3-8a59-9fcd666e7f7¢c

MetricsCollector(976]: metric_high_priority,1495137646, timer ,metrics-collector,alexad,WakewordToThinkingStart,1689,voiceRequestId=771f96d5-d1bd-4@d3-8a59-9fcd666e7f7¢c
AlexaSpeechPlayer[129@]): metric_high_priority,1495137647,timer, AleanpeechPlayar TTS,UserPerceivedLatency.SpeechSynthesizer.speak,1356,voiceRequestId=771f96d5-d1bd-4@d3-8a59-9fcd6b66e7f7c
ASRD[1431]): metric_high_priority,1495137680,timer, asrd,wW,pryon_ latency msec,260,voiceRequestI 3 378 15

MetricsCollector[976]: metric_high_priority,1495137688, timer,metrics- collector asrd WakewordToBeamLe 35,
MetricsCollector(976]: metric_high_priority,1495137680,timer ,metrics-collector,audioencoderd,WakewordToEncodeStream,81, voxceRequestId
MetricsCollector(976]: metric_high_priority,1495137680, timer ,metrics-collector,asrd,WakewordToOpenASRStream,168,voiceRequestId=
MetricsCollector(976]: metric_high_priority,1495137682, timer,metrics-collector, alexad ,WakewordToThinkingStart, 1610, voiceRequestId=
AlexaSpeechPlayer[1290]: metric_high_priority,1695137682,timer,AleanpeechPlayer,TTS,UserPerceivedLatency.SpeechSynthesizet.speak,1892,vo1ceRequestId=:
ASRD[1431]): metric_high_priority,1495137716,timer,asrd,wW,pryon_latency_msec,245,voiceRequestId=

MetricsCollector[976]: metric_high_priority,1495137716,timer,metrics-collector,audioencoderd,WakewordToEncodeStream,76,voiceRequestId=
MetricsCollector(976]: metric_high_priority,1495137716, timer ,metrics-collector,asrd,WakewordToBeamLed,117,voiceRequestId=
MetricsCollector(976]: metric_high_priority,1495137717, timer ,metrics-collector,asrd,WakewordToOpenASRStream,166,voiceRequestId=

MetricsCollector[976]: metric_high_priority,1495137718, timer,metrics-collector,alexad,WakewordToThinkingStart,1857,voiceRequestId=
1526, voiceRequestI

AlexaSpeechPlayer[1290]): metric_high_priority,1495137719,timer,AlexaSpeechPlayer,TTS,UserPerceivedLatency.SpeechSynthesizer.speak,
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5/18/2017, 4:00:46EDT

Amazon Echo 1495137646

Hardware Artifacts

May 1.
May
May
May
May
May

May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
Jtay

ay

v

18
18
18
18
18

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

8 20:00:47
20:01:22
20:01:59
20:02:35
20:03:19
20:08:39

20:00:45
20:00:45
20:00:45
20:00:45
20:00:46
20:00:47
20:01:20
20:01:20
20:01:20
20:01:20
20:01:22
20:01:22
20:01:56
20:01:56
20:01:56
20:01:57
20:01:58
20:01:59

localhost
localhost
localhost
localhost
localhost
localhost

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

Tell me a joke

AlexaSpeechPlayer[129@]:
AlexaSpeechPlayer([129@]:

AlexaSpeechPlayer[1290]:
AlexaSpeechPlayer[129@]:
AlexaSpeechPlayer[129@]:
AlexaSpeechPlayer[1290]:

1495137646832

metric generlc 1495137647, timer,AlexaSpeechPlayer, TTS, FifstDataToAudioOutput.SpeechSynthesizer .speak, 391, voiceRequestId=771f96d5-d1bd-40d3-8a59-9fcd666e7f7¢c
metric_generic, 1495137682, timer,AlexaSpeechPlayer,TTS rstDataToAudioOutput.SpeechSynthesizer [speak,359,voiceRequestId= 1150 2
metric_generic,1495137719,timer,AleanpeechPlayer,T ,FirstDataToAudioOutput.SpeechSynthesizer/ speak, 373, voiceRequestId
metric_generic, 1495137755, timer,AlexaSpeechPlayer 7S, FirstDataToAudioOutput.SpeechSynthesizer.speak, 378, voiceRequestId=e4a79317-e597-4827-b87d-b7151d5d7@aa
metric_generic, 1495137799, timer,AlexaSpeechPlayes, TTS,FirstDataToAudioOutput.SpeechSynthesize].speak, 416, voiceRequestId=ced963e6-bb88-4c41-8d9b-4c8d7454976@
metric_generic, 1495138119, timer,AlexaSpeechPlayer, TTS, FirstDataToAudioOutput.SpeechSynthesizel’. speak, 4082, voiceRequestId=ef2fde56-9161-4dc3-a3c2-0acd88d8bcdl

ASRD[1431]: metric_high_priority, 1495137645, timer, asrd,WW, pryondlatency_msec, 254, voiceRequestId=771f96d5-d1bd-40d3-8: 59-9fcd666e7f7¢c

MetricsCollector(976]:
MetricsCollector(976]:
MetricsCollector[976]:
MetricsCollector[976]:
AlexaSpeechPlayer[1290]:

ASRD[1431]: metric_high_ prlorlty,1495137680 tlmez asrd, ww pryon latency msec, 260 v01ceRequestId—

MetricsCollector(976]:

MetricsCollector(976]:
MetricsCollector(976]:
MetricsCollector(976]:

AlexaSpeechPlayer[129@]:
ASRD[1431): metric_high_priority,1495137716,timer,asrd,wW,pryon_latency_msec,245,voiceRequestId=

MetricsCollector(976]:
MetricsCollector(976]:
MetricsCollector(976]:
MetricsCollector(976]:
AlexaSpeechPlayer[1290]

metric_high_priotity,1495137665.timer trics-collector, audioencoderd,WakewordToEncodeStream, 0, voiceRequestId=771f96d5-d1bd-4@d3-8a59-9fcdé66e7f7¢c

metric_high_priority,1495137645, timey/, metrics—-collector, asrd,WakewordToOpenASRStream, 91, voiceRequestId=771f96d5-d1bd-48d3- 6e7f7c
metric_high_priority,1495137645, timér,metrics-collector,asrd,WakewordToBeamLed,142,voiceRequ(stId=771f96d5-d1bd-40d3-8a59-$ 7c
metric hlgh pr1orlty,1b95137666 t1mar metrics-collector, alexad WakewordToThlnklngStart 1609, o1ceRequestId—771f96d5—d1bd-4h dé666e7f7c

metric_high_priority, 1495137680, timer,metrics— collector asrd,Wak rdToB ed 35,voi
metric_high_priority,1495137680,timer,metrics—collector,audioencoderd,WakewordToEncodeStre

metric_high_priority,1495137682, timer,metrics-collector,alexad,WakewordToThinkingStart,16:
metric_high_priority,1495137682,timer,AlexaSpeechPlayer,TTS,UserPerceivedLatency.SpeechSynthesizer.speak,1892,voiceRequestId=

metric_high_priority, 1495137716, timer,metrics-collector, audioencoderd,WakewordToEncodeStr2am,76,voiceRequestId=
metric_high_priority, 1495137716, timer,metrics-collector,asrd,WakewordToBeamLed,117,voiceFequestId=
metric_high_priority,1495137717,timer,metrics-collector,asrd,WakewordToOpenASRStream, 166/ voiceRequestId=
metric_high_priority,1495137718, timer,metrics-collector,alexad,WakewordToThinkingStart, 1357, voiceRequestId=
: metric_high_priority,1495137719,timer,AlexaSpeechPlayer,TTS,UserPerceivedLatency.Speec¢hSynthesizer.speak,1526,voiceRequestI
»<div class="d-card d-featurf-card">.</div>
> <div id="A2XASK2DFR7ZCX#1495138119067#AB72C64C86AW2#BOF00715544703K4" class="d-card d-standard-card' >..
</div>
> <div id="A2XASK2DFR7ZCX#1435137897933#AB72C64C86AW2#BOF00715544703K4" class="d-card">.</div>

Why did the invisible man turn down the job? He couldn’t see himself doing the » <div id="A2XASK2DFR7ZCX#1495137718384#AB72C64C86AW2#BOF00715544703K4" class="d-card">.</div>

work.

Search Bing for "Tell me a joke"

»<div id="A2XASK2DFR7ZCX#1495137646832#AB72C64C86AW2#BOFO0715544703K4" class="d-card">.</div>

P <div id="A2XASK2DFR7ZCX#1495137531510#AB72C64C86AW2#B0OFO0715544703K4" class="d-card d-standard-card" >..
</div>

> <div id="A2XASK2DFR7ZCX#1495137392049#AB72C64C86AW2#B0OF00715544703K4" class="d-card d-standard-card">..
</div>
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Amazon Echo

Hypothetical scenario

A crime was committed in the home on May 18, 2017 between 3-4PM
The phone and Alexa app data are currently unavailable
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Amazon Echo

Hardware Artifacts

* \data\local\token\registrationinfo.JSON
* Find userID

* \hda1\mfg.idme.rec

* Find devicetype and dsn
* \data\log

* Mount everything, search for “May 18 19”
* Timeline Analysis
* Search “voiceRequestld="

* Document that GUID - this will help you search for all metadata for that audio (from what | can tell, this does not hit the cloud)
» Search devicetype:1.0/YYYY/MM/DD/HHXXXXXXXXXXXXX XXX /### :##

* Document “::TNIH_2V.GUIDGUID-GUID-GUID-GUID-GUID-GUID-GUI/0” - this data hits the app and the cloud
* You now have:

* Timeline

* Unique identifiers that can be used to locate the transcript/audio

enfuse LCDi

Leahy Center for
Digital Investigation




Amazon Echo

"registrationCredentials": {

"userID": "amznl.account._“ '
AmaZOn EChO p "firstName": "Crissy",

"fullName™: "
"deviceName": " ",

Hardware Artifacts "accountPool": "Amazon",
\datall gistrationinfo.JSON "countryOfResidence"”: .,
" Find userld "preferredMarketplace”: ""
\hdal\mfg.idme.rec )

+ Find devicetype and dsn

\data\log

* Mount everything, search for “May 18 19"
+ Timeline Analysis
« Search “voiceRequestid="
* Document that GUID - this will help you search for all metadata for that audio (from what | can tell, this does not hit the cloud)
* Search deyicetyna:1.0/YYYYIMM/DD/HHXXXXXXX XXX XXX XXX/ ##:##
* Document “::TNIH_2V.GUIDGUID-GUID:GUID-GUIR:GUID-GUID-GUI/0” - this data hits the app and the cloud
* You now have:
* Timeline
*+_Unique identifiers that can be used to locate the transcript/audio
“ enfuse LCDi Leahy Center for

Digital Investigation
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IDMEp..y "als®=50,0,0

als1=51,0,75
als10=96,100,75
| | Iazon C O als11=97,100,150
als12=133,200,0
als13=134,200,75
als14=134,200,150
als2=52,0,150
als3=62,25,0
Amazon Echo / als4=62,25,75
als5=63,25,150
Hardware Artifacts als6=73,50,0
fﬂ;m;; \registrationinfo.JSON als7=74,50,75
\hdal\mfg.idme.rec als8=75,50,150@
« Find deyvicetype and dsn a 1 89=95 ' 100 ] 9
e vyt e 1810 btmac=74C2466BC78C
T Anatyss devicetype
+ Search “voiceRequestld=" d sn
+ Document that GUID - this will help you search for all metadata for that audio (from what | can tell, this does not hit the cloud) mac=740246701c48
seaic';gz::i:lf"c?&:;i;;:gx;?g;—;m:ﬁuﬁ-GI.JIIO" - this data hits the app and the cloud mfg:oz RYZTZGTGAO I RWFDBB
* You now have: mico=14243
. :J:T;::::damiﬂars that can be used to locate the transcript/audio 2; g ;iig:g;
== | Leahy Center for -
enfus-'e I'CUI Digifal Investigation mic3=23717
mic4=17073
mic5=17124
micé=14559
pcbsn=02807011544702MX
wifimodulerev=3M2D

Leahy Center for
Digital Investigation
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Amazon Echo

Amazon Echo

Hardware Artifacts

Info.JSON

* Find userlD
\hdat\mfg.idme.rec
« Find ¢
\data\log
* Mount everything, search for “May 18 19"
+ Timeline Analysis
« Search “voiceRequestid="

* Document that GUID - this will help you search for all metadata for that audio (from what | can tell, this does not hit the cloud)
* Search deyicetyna:1.0/YYYYIMM/DD/HHXXXXXXX XXX XXX XXX/ ##:##

* Document “::TNIH_2V.GUIDGUID-GUID:GUID-GUIR:GUID-GUID-GUI/0” - this data hits the app and the cloud

* You now have:

* Timeline
* Unique identifiers that can be used to locate the transcript/audio
“enf =: | Leahy Center for
£enfusg LCDi Digital Investigation

Searching

Status:

Start: 05/22/17 03:05:21PM
Stop: 05/22/17 03:06:09°M
Time: 0:00:48

Files: 15,693

[COnote
[Oiog Record

LCDi

Leahy Center for
Digital Investigation
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Amazon Echo

Amazon Echo

Hardware Artifacts

Info.JSON

+ Find userlD
\hdat\mfg.idme.rec

\data\log
* Mount everything, search for *
+ Timeline Analysis

« Search “voiceRequestid="
+ Document that GUID - this will help you search for all metadata for that audio (from what |
* Search deyicetyna:1.0/YYYYIMM/DD/HHXXXXXXX XXX XXX XXX/ ##:##
* Document “::TNIH_2V.GUIDGUID-GUID-GUID-GUID-GUID-GUID-GUI/0" - this data hits the app and the clo

* You now have:

Il, this does not hit the cloud)

* Timeline
*+_Unique identifiers that can be used to locate the transcript/audio
= enfuse =: | Leahy Center for
o LCDi Digital Investigation

May
May
May
May
May
May

18 19:58:46 (none) ASRD[1431): metric_high_priority,1495137526,timer,asrd, W, pryon_latency_msec, 250, voiceRequestId=72f832e0-9ce@-477c-bb69-49f533c16010

18 19:58:46 (none) MetricsCollector[976]: metric_high_priority,1495137526, timer,metrics-collector,audicencoderd,WakewordToEncodeStream, 54, voiceRequestId=72f@32e@-9ce@-477c-bb69-497533¢c16010

18 19:58:46 (none) MetricsCollector[976]): metric_high_priority,1495137526, timer,metrics-collector,asrd,WakewordToBeamlLed, 96, voiceRequestId=72f@32e@-9ce@-477c-bb69-491533c16010

18 19:58:46 (none) MetricsCollector[976]: metric_high_priority,1495137526,timer,metrics-collector,asrd,WakewordToOpenASRStream,128,voiceRequestId=72f832e0-9ced-477c-bb69-49f533c16010

18 19:58:51 (none) MetricsCollector[976]: metric_high_priority,1495137531, timer,metrics-collector,alexad,WakewordToThinkingStart,5135,voiceRequestId=72f@32e0-9ce@-477c-bb69-49f533c16010

18 19:58:52 (none) AlexaSpeechPlayer[1298]: metric_high_priority,1495137532, timer,AlexaSpeechPlayer,TTS,UserPerceivedLatency.SpeechSynthesizer.speak,192@,voiceRequestId=72f@32e0-9ce@-477c-bb69-49f533c16010
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Amazon Echo

Amazon Echo

Hardware Artifacts

Info.JSON

+ Find userlD
\hdat\mfg.idme.rec

\data\log
* Mount everything, search for “May 18 19"
+ Timeline Analysis
« Search “voiceRequestid="

* Document that GUID - this will help you search for all metadata for th, o (from what | can tell, this does not hit the cloud)
* Search deyicetyna:1.0/YYYYIMM/DD/HHXXXXXXX XXX XXX XXX/ ##:##

* Document “::TNIH_2V.GUIDGUID-GUID-GUID-GUID-GUID-GUID-GUI/0" - this data hits the app and the cloud

* You now have:

* Timeline

* Unique identifiers that can be used to locate the transcript/audio
=: | Leahy Center for
enfus"e LCDi Digital Investigation

“AB72C64C86AW2:1.0”

Searching X

Status: Completed [[Jconsole
Start: 05/22/17 03:17:57PM
Stop: 05/22/17 03:18:46PM CInote
Time: 0:00:49
Files: 15,693 Record
Records: 2 Cleo
Search Hits: 156

IAdded Search Hits: 156

[oc ] | conce

Name l Preview
[) messages  eamldwAB72C64C86AW2:1.0/2
[) messages param=AB72C64C86AW2:1.0/2
[) messages  nceld=AB72C64CB6AW2:1.0/2(
[) messages  eamld=AB72C64C86AW2:1.0/2
[) messages  param=AB72C64C86AW2:1.0/2
[) messages nceld=AB72C64C86AW2: 1.0/
[) messages  eamld=AB72064C86AW2:1.0/2
[) messages  param=AB72C64C86AW2:1.0/2
[) messages  nceld=AB72C64C86AW2: 1.0/
[) messages  eamld=AB72C64C86AW2:1.0/2
[) messages  param=AB72C64C86AW2:1.0/2
[) messages  nceld=AB72C64CB6AW2:1.0/2(
[) messages  eamld=AB72C64C86AW2:1.0/2

LCDi Leahy Center for
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Amazon Echo

Someone found the phone/app :)

Leahy Center for
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[ < cardType : StandardCard >

creationTimestamp : 1495137531510 5/18/2017, 03:58:51 PM EDT

» deleteCardAction {5}
' ' la ZO' l ( : O ALV o0 ROt O T EoUATONL RIS > descriptiveText [1]
s
1 =ruser.eul " value="true" /. . .
i:?‘hﬁ;”ﬁ:?m"s" s tsceiotv et F::i"i: » giveFeedbackAction {10}

<string name /string>
<string name

ser.[version)">2</string>

<boolean name="user.hasDevices" value="false" /> hint : null

<string name="user.tokens">{&quot; conms-has-shown-oobe&quot ; :&quot ; true&quot; }</string>

DS - gy

<string name="USEEENALL SMISSYCTISSYROGNATL. €OM</ st ring> 5 :_# —_
SSet nanesrusar. features"> id 1495137531510#

"registrationCredentials": { <5tring>VOX_TACHYON_NA</string>

"userID": "amznl.account. , <3 name=ruser.macketplace" MEEC st ring> » imageAction {5}

"firstName": "Crissy", e . . e
imageCaption : (Image: Wikipedia

"fullName": ™ geCap (Imag p )

"deviceName": " " » imageReference {3}

"accountPool": "Amazon",
"countryOfResidence": ..,
"preferredMarketnlacat. =t

isImageUrlUntrusted : false

Name | Preview 4 nBestOptions : null
IDMEe..y als@=50,8,0 r " .
als1=51,0,75 [) messages eamId=AB72C64C86AW2:1.0/2 0 laybackAudioAction {5}
als16=96,100,75 [ = 64C86AW2: 1. A) ry :
als11-97,100,150 Q messages | param-AB720 2 / ° primaryActions [2]
als12=133,200,0 [) messages nceld =AB72C64C86AW2: 1.0/
als13=134,200,75 r =AB72064CB6AW2: @ » prompt {2}
als14=134,200,150 Q messages | eamid=AB e (9’ .
als2=52,0,150 [) messages  param=AB72C64C86AW2:1.0/2 registeredCustomerId : [IEKESKEDERIZCH

gt () messages  nceld=AB72C64CB6AW2: 1.0/
als5=63,25,150 [) messages  eamld=AB72C64C86AW2:1.0/2
als6=73,50,0
als7=74,50,75 [) messages  param=AB72C64C86AW2:1.0/2 @
[) messages  nceld=AB72C64C86AW2: 1.0/
[) messages  eamld=AB72C64C86AW2:1.0/2
[) messages  param=AB72C64C86AW2:1.0/2

mac=74C2467D1C48 [) messages  nceld=AB72C64C86AW2:1.0/2(
mfg=0ZRY2T2GTGAQIRGWFDB8
mice=14243 [) messages  eamld=AB72C64C86AW2:1.0/2
mic1=15907

mic2=16093

mic3=23717

mic4=17073

mic5=17124

micé=14559

pcbsn=02807011544762MX

wifimodulerev=3M2D

OO secondaryActions : null
» sourceDevice {2}
subtitle :
» thumbsUpDownActivityAction {5}

title : How long does it take to get to Hong Kong from burlington vermont?

token : null

wrapTitle : @ true )

token : null

wrapTitle : @ true

May 18 19:58:46 (none) ASRD[1431]): metric_high_priority,1495137526,timer,asrd,WW, pryon_latency_msec,250,voiceRequestId=72f032e@-9ce@-477c-bb69-491533c16010

May 18 19:58:46 (none) MetricsCollector[976): metric_high_priority,1495137526, timer,metrics-collector,audioencoderd,WakewordToEncodeStream,54,voiceRequestId=72f@32e0-9ce@-477c-bb69-491533c16010

May 18 19:58:46 (none) MetricsCollector[976]): metric_high_priority,1495137526, timer,metrics-collector,asrd,WakewordToBeamlLed, 96, voiceRequestId=72f@32e@-9ce@-477c-bb69-491533c16010

May 18 19:58:46 (none) MetricsCollector([976): metric_high_priority,1495137526,timer,metrics-collector,asrd,WakewordToOpenASRStream,128,voiceRequestId=72f032e8-9ce8-477c-bbb69-49f533c16010

May 18 19:58:51 (none) MetricsCollector[976): metric_high_priority,1495137531, timer ,metrics-collector,alexad,WakewordToThinkingStart,5135,voiceRequestId=72f@32e@-9ce@-477c-bb69-49f533c16010

May 18 19:58:52 (none) AlexaSpeechPlayer[129@8]: metric_high_priority,1495137532, timer,AlexaSpeechPlayer,TTS,UserPerceivedLatency.SpeechSynthesizer.speak,192@,voiceRequestId=72f032e@-9ce@-477c-bb69-49f533c16010
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[® (] FElements Console Sources Network Performance Memory Application Security Audits

Amazon Echo ]

How long does it take to get to
Hong Kong from burlington
vermont?

ofo

ﬁ v<div id= ‘Azxns«znsmzcxxussu75:15mmnzce4casm~snruo7155447a3x4 class="d-card d-standard-card">
on gass="d-card-title-region >

d-card-inage-region">..</section>

lass="d-card-text-region">.</section>

> <sectioff class="d-primary-actions-region">..</section>

(Image: Wikipedia) »<sectigh class="d-card-footer-region">.</section

— -

Burlington, Vermont is 7,800 miles (12,600 kilometers)
from Hong Kong. As | don't know your speed | can't tell
/ you how long it will take.

O Search Bing for "how long does it take to get to hon..

| ... body #d-mai
O Learn more on Wikipedia Find by string, sele

i Console

© | top

CardType : Stasdaracard

creationTimestanp 1 149517531510 §/18/2017, 03:58:51 PM EDT

Amazon Echo - .

, or XPath ~ v| (cancel)

Voice feedback Filter Info v

P Alexa heard: "alexa how long does it take to © P GET htt
get to hong kong from burlington vermont" © »uncaugit’ (in nrwlse) undefined
© »websogiet connection to 'wss:

a-15. amazon. com/?x-amz—
ERR_INSECURE_RESPONSE
ERR_CONNECTION_REFUSED

Thastoptions ¢ null

playbackhudioction (5

» proses 7

Did Alexa do what you wanted?

© Eveglls Submitted Successfully
Yes

No
registeroscustonerid - EENSIRNINEN
socondaryhctions ¢ nall

» sourcevevics (2
subtitie

> thembaspooumActivityhetion (5

title 1 Nov loag does it L0

to get to Hong Keeg from burlington vermont?

A2XASK2DFR7ZCX#1495137531510#AB72C64C86AW2#B0OF00715544703K4

et TCICHA 1072
token ¢ null

veaptitie : 0

token 1 null

46 (none) ASRD(1431):

h-priority, PE13726, ciner asrd, W, pryon.Latency.asec, 250
6 (none) MetricsCol 49513762

tric_nigh priority i
H o

oiceRequestld=72183268-9ce8-477c-bb69-4953316010
timer,metrics-collector, asrd, WkewordoBeand d, 96, mm:x-vmn—mn c-bb69-491533c16010

oriey forsa it Taratanscsces 7csoen atidscisnss
55 (rone) AleraSpeechsioper A3001: metric_Rion.pvior iy LAPBIITERE, i HEH Soresn
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Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

13
13

13
13
13
13
13
13
13
13
13

13
13

13
13

13
13

13

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

49:13
49:13
49:14
49:14
49:14
49:14
51:34
51:34
51:34
51:34
51:37
51:38
54:11
54:11
54:11
54:12
54:13
54:14
55:10
55:10
55:10
55:10
55:13

(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)
(none)

ASRD[1374]: metric_high_priority, 1473796153, timer,asrd,WW, pryon_latency_msec,248,voiceRequestId=15b8237a-2642-467d-8926-d6dee9449420

MetricsCollector[985]: metric_high_priority, 1473796153, timer,metrics-collector,audioencoderd,WakewordToEncodeStream,31,voiceRequestId=15b8237a-2642-467d-8926-d6dee9449420
MetricsCollector[985]: metric_high_priority,1473796154,timer, metrics-collector,asrd,WakewordToOpenASRStream,144,voiceRequestId=15b8237a-2642-467d-8926-d6dee9449420
MetricsCollector[985]: metric_high_priority,1473796154,timer,metrics—-collector,asrd,WakewordToBeamLed, 175, voiceRequestId=15b8237a-2642-467d-8926-d6dee9449420
MetricsCollector[985]: metric_high_priority,1473796154,timer,metrics—-collector,conductor,LocalStopToStopProcessed,9,voiceRequestId=15b8237a-2642-467d-8926-d6dee9449420
ASRD[1374]): metric_high_priority, 1473796154 ,timer,asrd,LocalCmd,pryon_latency_msec,274,voiceRequestId=15b8237a-2642-467d-8926-d6dee9449420

MetricsCollector[985]: metric_high_priority, 1473796294, timer,metrics-collector,audioencoderd,WakewordToEncodeStream, 28, voiceRequestId=4948aab9-24ee-4f59-a119-c88ed7cea99c
ASRD[1374]): metric_high_priority, 1473796294 ,timer,asrd,WW, pryon_latency_msec,251,voiceRequestId=4948aab9-24ee-4f59-a119-c88ed7cea99c

MetricsCollector[985]: metric_high_priority, 1473796294, timer,metrics-collector,asrd,WakewordToOpenASRStream, 93, voiceRequestId=4948aab9-24ee-4f59-a119-c88ed7cead9c
MetricsCollector[985): metric_high_priority,1473796294,timer,metrics-collector,asrd,WakewordToBeamLed, 128, voiceRequestId=4948aab9-24ee-4f59-a119-c88ed7cea99c
MetricsCollector[985]: metric_high_priority,1473796297,timer,metrics-collector,alexad,WakewordToThinkingStart, 3467, voiceRequestId=4948aab9-24ee-4f59-a119-c88ed7cea99c
AlexaSpeechPlayer[1251]): metric_high_priority, 1473796298, timer,AlexaSpeechPlayer,TTS,UserPerceivedLatency.VoiceRequest.GetTrafficIntent, 2375, voiceRequestId=4948aab9-24ee-4T59-a119-c88ed7cead9c
ASRD[1374]): metric_high_priority,1473796451,timer,asrd,WW, pryon_latency_msec, 255, voiceRequestId=1a6e7d94-2971-481c-aalc-ecabbee2bsls

MetricsCollector(985]): metric_high_priority,1473796451,timer,metrics-collector,audioencoderd,WakewordToEncodeStream,29,voiceRequestId=1a6e7d94-2971-481c-aalc-ecabbee2bsls
MetricsCollector(985]): metric_high_priority,1473796451,timer,metrics-collector,asrd,WakewordToOpenASRStream,1@3,voiceRequestId=1abe7d94-2971-481c-aalc-ecabbee2bsls
MetricsCollector(985]): metric_high_priority,1473796452,timer,metrics-collector,asrd,WakewordToBeamLed,147,voiceRequestId=1aée7d94-2971-481c-aalc-ecabbee2bsls
MetricsCollector[985]): metric_high_priority,1473796453,timer,metrics-collector,alexad,WakewordToThinkingStart,2111,voiceRequestId=1a6e7d94-2971-481c-aalc-ecabbee2bsls
AlexaSpeechPlayer[1251): metric_high_priority, 1473796454, timer,AlexaSpeechPlayer,TTS,UserPerceivedLatency.SpeechSynthesizer.speak,1346,voiceRequestId=1aée7d94-2971-481c-aalc-ecabbee2bs4ls
MetricsCollector[985]): metric_high_priority,1473796510,timer,metrics-collector,audioencoderd,WakewordToEncodeStream,32,voiceRequestId=5d3d5e79-3b18-459c-befb-d2f172baab4é
ASRD[1374]): metric_high_priority,1473796510,timer,asrd,WW, pryon_latency_msec, 236, voiceRequestId=5d3d5e79-3b10-459c-befb-d2f172baab46

MetricsCollector[985]): metric_high_priority,1473796510,timer,metrics-collector,asrd,WakewordToOpenASRStream,92,voiceRequestId=5d3d5e79-3b1@-459c-befb-d2f172baab4é
MetricsCollector[985): metric_high_priority,1473796510,timer,metrics-collector,asrd,WakewordToBeamLed, 164, voiceRequestId=5d3d5e79-3b10-459c~befb-d2f172baab4é
MetricsCollector[985]: metric_high_priority,1473796513,timer,metrics-collector,alexad,WakewordToThinkingStart, 2778, voiceRequestId=5d3d5e79-3b10-459c-befb-d2f172baabsé
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