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How many of you have an IOT device in your home?
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The path to doing this yourself
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• Most IOT devices transmitted encrypted data to content delivery networks 

• Others did not 

• Others communicated with China

Quick overview of the findings

Network Forensics of IOT
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WiFi

ISP

Bluetooth

Content Delivery Network

Cell ISP

Example of data sources

ISP Cell ISP
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Device

• Native application  
• App files (json/sqlite/xml/cache) 
• Physical extraction - JTAG/Chip off etc.)

Network

• HTTP / HTTPS – Both are used by devices 
• Protocol Analysis (BT/SDR to profile which 

devices are available.)

Cloud

• Web Interface/Subscriber email account 
• IDE/API 
• Subpoena/Search Warrant/Court Order

Where is the data?
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I build really fun scenarios for my students 

Feel free to help me generate data for students to look at 

Meet Crissy Michaels

@missycrissy

missycrissym@gmail.com
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Random Artifact 1
Samsung 
SmartCam

New firmware updates allow for 
image and video encryption. This is 
turned off by default when the app 
and firmware on the camera is 
updated. The encryption is also only 
for video and image transmission 
over the network. Saved media in the 
/sdcard/SmartCam location as well 
as /data/data/com.techwin.shc/files 
location are not encrypted and can 
be viewed as if encryption was not 
enabled. ARP spoofed the phone 
and was able to intercept traffic 
between the camera and phone, 
verified that the data sent is 
encrypted.

Images and videos in two locations. One within /sdcard/
SmartCam and the other /data/data/com.techwin.shc/files/. 
Pictures (.jpg) are automatically saved to /sdcard/SmartCam 
when user takes a photo via the application. The .jpg images are 
named in the format YYYY-MM-DD_HH.MM.SS.jpg. This date 
and time is the time the user saved the picture. Under /data/data/
com.techwin.shc/files/ are folders named in Epoch timestamp 
format. These folders are created when a user saves a video. 
The epoch timestamp is the date and time that user started 
recording the video. A user can go into the app and to it's saved 
videos and export a video to /sdcard/SmartCam. This will be 
saved under the format of 
<serialNumberOfDevice>_<epochTimeThatTheVideoWasExport
ed>.mp4
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Random Artifact 2
With the addition of image and video encryption for the Samsung 
SmartCam, encryption must be turned off to use the SmartCam 
with the SmartThings Hub. If encryption is enabled, when you 
attempt to view the live stream on the SmartThings app you are 
prompted to disable encryption to display feed. Events are stored 
at /data/data/com.smartthings.android/databases/ua_analytics.db 
with Unix timestamps, whether the activity started or stopped, 
event ID, and if it occured as a rooms activity or primary activity. /
data/data/com.smartthings.android/databases/ua_preferences.db 
contains the alias for the account, which is the email account 
logged in to the hub. There are three timestamps 
com.urbanairship.analytics.LAST_SEND which is a unix value 
corresponding to the time data was last sent to the analytics 
server or online application? 
com.urbanairship.application.metrics.LAST_OPEN is the time the 
SmartThings app was last opened. Last, 
com.urbanairship.push.LAST_APID_REGISTRATION_TIME is 
the time registration was last done on the app. (creating a new 
account).

Samsung SmartThings Hub 
+ Sensors
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Canary

https://canary.is/compare/
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TSOP Chip 
Hynix H27U2G8F2CTR-BC 
2GB NAND 

Hardware Artifacts

Canary
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is.yranac.canary/databases/canary_base.sqlite 

customer_table 

emergency_contacts_table 

App Artifacts
Canary

_id created curent_locat
ion email first_

name customer_id last_location_chang
e last_name notifications_

sound phone resource_uri username

2 2017-05-10T18:44:32 /v1/locations/
413339/

missycrissym
@gmail.com Crissy 476318 2017-05-11T18:03:57 Michaels canary.wav 17254651282 /v1/customers/476318/ missycrissym@gmail.com

*Some columns were removed from this slide

_id id contact_type customer_id location_id
430 1316953 ems 18026582700 413339
431 1316954 fire 18028643796 413339
432 1316952 police 18026582700 413339
433 1316974 ems 18026582700 413346
434 1316975 fire 18028643796 413346
435 1316973 police 18026582700 413346
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App Artifacts
Canary
is.yranac.canary/databases/canary_base.sqlite                              
location_table 

mode_table 

_id address city country created current_mode geofence_radius location_id lat lng last_modified name owner

3 175 Lakeside Avenue Burlington United States 5/10/17 1:44 PM 4 50 413339 44.461011 -73.215953 5/11/17 18:20 Home /v1/customers/476318/

4 175 Lakeside Avenue Burlington United States 5/10/17 2:07 PM 4 50 413346 44.461011 -73.215953 5/11/17 18:20 Home /v1/customers/476318/

*Some columns were removed from this slide

_id id name
1 2 armed
2 5 away
3 1 disarmed
4 4 home
5 6 night
6 3 privacy
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App Artifacts
Canary

_id end_time entry_de
scription entry_type entry_id last_modified location_id start_time device_mode exported

3 5/10/17 5:26 PM
Crissy 
left 
Home

location 2563336143 5/10/17 5:26 PM 413339 5/10/17 4:26 PM /v1/modes/4/ 0

4 5/10/17 5:26 PM

Canary 
entered 
away 
mode

mode 2563336145 5/10/17 5:26 PM 413339 5/10/17 4:26 PM /v1/modes/5/ 0

5 5/10/17 5:03 PM
Crissy 
arrived at 
Home

location 2563197429 5/10/17 5:03 PM 413339 5/10/17 4:03 PM /v1/modes/4/ 0

72 5/11/17 8:29 AM
Crissy 
arrived at 
Home

location 2567133980 5/11/17 8:29 AM 413339 5/11/17 7:29 AM /v1/modes/5/ 0

73 5/11/17 8:29 AM
Canary 
entered 
home 
mode

mode 2567133981 5/11/17 8:29 AM 413339 5/11/17 7:29 AM /v1/modes/4/ 0

is.yranac.canary/databases/canary_base.sqlite                                                    entry_table 

*Some columns were removed from this slide
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App Artifacts
Canary
is.yranac.canary/databases/canary_base.sqlite                             

video_export_table 
_id processing device_uuid video_size video_length download_id request_at entryId

3 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568754949

7 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568774817

10 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568806616

19 0 49be340a2ab44e5a8c256026552d95df 28 2380 5/11/17 2:17 PM 2568809577

22 0 49be340a2ab44e5a8c256026552d95df 0 0 0 2568879477
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App Artifacts
Canary
is.yranac.canary/cache                             

https://developer.android.com/samples/DisplayingBitmaps/src/com.example.android.displayingbitmaps/util/DiskLruCache.html
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Cloud Artifacts

Canary



Nest
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*This data has been heavily redacted - personal devices/network used
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All Nest Products are bundled into one app folder  

com.nest.android/files/com.nest.android.preferences.xml 

App Artifacts

Nest
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com.nest.android/files/com.google.android.gms.analytics.prefs.xml 

com.nest.android/databases/cache.db 

A

App Artifacts

Nest

Subscriber data

Metadata
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com.nest.android/cache/cache/cache1488797587.json 
App Artifacts

Nest com.nest.android/databases/cache.db 
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com.nest.android/cache/cache/cache1725969177.json
App Artifacts

Nest

• Nest Metadata for all devices the user has permission to access 
• Users, locations and device specific behavioral artifacts will be discussed in this 

presentation

com.nest.android/databases/cache.db 
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com.nest.android/cache/cache/cache1725969177.json  

• This is the primary user’s profile 

• user_settings.###### 

• location_primary_Device 
• primary_phone

App Artifacts

Nest
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com.nest.android/cache/cache1725969177.json  

• User - The user who is signed into the Nest App 

• Structures are logical groups 

• Two memberships - Owner vs. Member 

App Artifacts

Nest
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Locations aka “Structure” 
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Locations aka “Structure” Locations aka “Structure” 
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message_center_USERNUMBER
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Nest Protect - Movement…
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com.nest.android/cache/cache/cache##########.json 

• You will find historical data not merged into the main history file

App Artifacts

Nest



Nest
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VIDEO RECOVERY 
This trick doesn’t work anymore

ffmpeg -f h264 -i VIDEOFILE -vcodec copy OUTPUT.mp4 
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com.nest.android/cache/… 

…

App Artifacts

Nest
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cat 67 68.txt 1 2.jp2 3.jp2 4.jp2 5.jp2 6.jp2 7.jp2 8.jp2 9.jp2 10 11 
12 13 14 15 16 17 18 19 20 > superjoin

 ffmpeg -i superjoin -c copy output.mp4 

Proof of Concept - https://github.com/bicyclemicycle/NestVideoConverter
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Amazon Echo
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com.amazon.dee.app/shared_prefs/service.identity.xml 
App Artifacts



Amazon Echo
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com.amazon.dee.app/app_webview/Local Storage/http_alexa.amazon.com_0.localstorage 
App Artifacts

Echo Serial Number



Amazon Echo
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com.amazon.dee.app/databases/datastore.db 
App Artifacts

Customer ID - A2XASK2DFR7ZCX 
Echo Device Type - AB72C64C86AW2



Amazon Echo
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App Artifacts



Amazon Echo

47

com.amazon.dee.app/cache/sound 
App Artifacts
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com.amazon.dee.app/cache/org.chromium.android_webview 

Step 1 - Decompress the gziped files (7zip) 

App Artifacts

Amazon Echo
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com.amazon.dee.app/cache/org.chromium.android_webview 
Step 2 – Search for the following: 

▫ Alexa heard: or maintext -This will show you the location of “cards” that contain text 
Alexa heard from the user 

▫ primaryActions – This is what Alexa did with the query (backend). Also typically options 
for the user to interact with 

▫ “descriptiveText": - This will show you the response from Alexa – what was said out 
loud or played. 

▫ ,"cardType":  - This is present in all “cards”, will yield more results

App Artifacts

Amazon Echo
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com.amazon.dee.app/cache/org.chromium.android_webview 
Step 3 – Find your favorite JSON parser

App Artifacts

Amazon Echo
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com.amazon.dee.app/cache/org.chromium.android_webview 
Step 3 – Find your favorite JSON parser

App Artifacts

Amazon Echo
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com.amazon.dee.app/cache/org.chromium.android_webview 
Step 3 – Find your favorite JSON parser

App Artifacts

Amazon Echo
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com.amazon.dee.app/cache/org.chromium.android_webview 
Step 3 – Find your favorite JSON parser

App Artifacts

Amazon Echo



Amazon Echo
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Hardware Artifacts

https://www.amazon.com/Amazon-Echo-Bluetooth-Speaker-with-WiFi-Alexa

SanDisk SDIN7DP2-4G 4 GB iNAND Ultra Flash 
Memory - eMMC



Amazon Echo
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Hardware Artifacts

https://www.amazon.com/Amazon-Echo-Bluetooth-Speaker-with-WiFi-Alexa

\data\local\token\registrationInfo.JSON 



Amazon Echo
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Hardware Artifacts
\hda1\mfg.idme.rec 
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Hardware Artifacts
\data\log\* 
There are many logs that one would expect to find on a linux system… 
\data\log\messages_####…. 

\data\log\*.gz 
Make sure you mount these before you search!  

Amazon Echo
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Hardware Artifacts
\data\log\metrics_generic 
 
 
\data\log\metric_high_priority

Amazon Echo
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Hardware Artifacts

Amazon Echo

alexa.amazon.com

1495137646832

1495137646

5/18/2017, 4:00:46EDT
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Hardware Artifacts
Hypothetical scenario 

A crime was committed in the home on May 18, 2017 between 3-4PM 
The phone and Alexa app data are currently unavailable  

Amazon Echo
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Hardware Artifacts
• \data\local\token\registrationInfo.JSON 

• Find userID 

• \hda1\mfg.idme.rec 
• Find devicetype and dsn 

• \data\log 
• Mount everything, search for “May 18 19” 

• Timeline Analysis 
• Search “voiceRequestId=“  

• Document that GUID - this will help you search for all metadata for that audio (from what I can tell, this does not hit the cloud) 
• Search devicetype:1.0/YYYY/MM/DD/HH/XXXXXXXXXXXXXXXX/##:## 

• Document “::TNIH_2V.GUIDGUID-GUID-GUID-GUID-GUID-GUID-GUI/0” - this data hits the app and the cloud 
• You now have: 

• Timeline 
• Unique identifiers that can be used to locate the transcript/audio

Amazon Echo
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Amazon Echo
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Amazon Echo
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Amazon Echo
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Amazon Echo
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Amazon Echo “AB72C64C86AW2:1.0”
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Amazon Echo

Someone found the phone/app :)



68

Amazon Echo

Hardware

Application
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Amazon Echo

Cloud
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Thank You
Jonathan Rajewski | Director | Leahy Center for Digital investigation

rajewski@champlain.edu | @jtrajewski


